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Federated Learning
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Federated Learning
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Federated Learning
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Federated Learning

Private Learning:
* Publish knowledge (model) rather than data

R * Control the privacy loss
JINRASNN
¢ Guarantee the convergence

Differential Privacya‘//v l \
A

i
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Algorithm

Private Learning

Convergence theory and dynamic policy
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Learning by Gradient Descent

P privacy measure

7 | projection: AdaGrad, etc

Protector

/eﬁ ) ttl\‘ > Publish
(A COAYC ()

N

1 Private sample
V,.=— ) |Vf(0; x,
! N; 710 %) (to protect)
s
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Privacy attack
¥ oo o< Oc®
pes dhlEes
diction =
* 2019Grad: Deep Leakage from Gradients, preaic v
Zhu et al.: x = arg min | Vf(x) — V||
x N ARAXT
« 2017MIA: Membership Inference Attacks,
TOXTXT
Shokri et al.: P(x € Dyyain) = h(f(x;0)) 4 ‘>< XN
where /() is a trained attack. e
- 2017GAN: Info Leakage from Collaborative L S SN\ N
Deep Learning, Hitaj et al. 2017: x = G(2) Ipredw"o[ I Tr:ig ’
. . Was this specific
where 7 = mZaX f(G(Z), 9) 20196ra€7t d;:;:«:?:rl:gp:;:f :;:t jiisific-ation g
* 2015MI: Model Inversion, Fredrikson et al.: ‘=‘ P —
X = arg max f(x) (statistical model T ——
& x fo ) D 2017MIA
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Quantify privacy

If privacy cost is over a budget, we stop and publish model

"t Pt—3 T Pt—2 F Pt—1 Pt | e Privacy cost

0y 0141

Publish

Vies Vo Vi Vi
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Quantify privacy: Differential Privacy (DP)

\ ARREXT
l .l D Training NN
2
I QAdversary
1 1 D \ AREXT
- — » —L& Training —_—> T INTN
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Differential Privacy

l .l D A(D)
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Differential Privacy

l .l D A(D)

p(d(D))

D A(D")

A (D) =
Privacy loss aty Z(y) 2 log p(dD) =) where y ~ /(D) and D, D’ are
p(A (D) =y) adjacent (differing at one sample)

13
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: . . P(Z>1)
Differential Privacy N e z p-2CDP

p(szf(D)=y>) — , ,

Privacy loss at y Z(y) 4 log <
p(d(D’) =y)

= = pu

where y ~ o/ (D) P (¢,6)-DP ; . (p,w)-tCDP
S S | subdqussian }
= e !
a. Q. {  subexponential
ol }s ~
t

14
Bun, M., Dwork, C., et al. (2018). Composable and Versatile Privacy via Truncated CDP. STOC
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Quantify privacy: Accumulate privacy loss

Compose dynamic privacy parameter

P33 T Pt—2 F Pt—1F Pt | e Privacy cost

0, 0:y LemMA 3.5. (Composition) Suppose two mechanisms M, M’ :
Publish D" - R4 satisfy p1-zCDP and p2-zCDP, then their composition

“ satisfies (p1 + p2)-zCDP.

Note: zCDP allows p; and p, to be different,
but DP does not. For DP, an additional privacy
cost has to be paid.

Vies Voo Vior Vi

15
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Quantify privacy

N 7 is deterministic p
IojsCy + 00 which is non_private ™ prOjeCtion: AdaGrad, etc

T Protector
M\ 9t+1

/9‘ + » Publish
[ N S . N S \w
JUUJUJ

privacy measure

I < Private sampl
V,=— ) |Vf(®;x Pe
! N; 710 %) (to protect)
K

) i
B &
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Privatize Gradients

privacy measure

Privacy pt- Z C D P

loss

T Protector 0
(T t41

projection: AdaGrad, etc

noise schedule

» Publish

noise distribution

Qll=l 1ol 3]

sensitivity constraint

Algorithm 1 Privatizing gradients

Input: Private gradient V; summed from [vﬁ” ..... Vf")]. residual privacy budget R,

1: V, & Z::l V™ min{1,C,/ “Vﬁ") } > Sensitivity constraint
2: pp+ 1/0? . > Budget request
e i'wmen _ Cost some privacy budget ”®'*™

5: gt — Vi + Cio /N, vy ~ N(0,1) > Privacy noise
6: return 7, 9;, Ry 1 > Utility projection
7: else

8: Terminate

4=
7
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Privatize Gradients

Privacy -
loss p t zCDP i
T Protector 0 o
e Publish
S8 N
C | sensitivity constraint
Algorithm 1 Privatizing gradients
Input: Private gradient V; summed from [vﬁ” yeen ,V,")]. residual privacy budget R,

1:|V, « * Z::r:l V™ min{1,C,/ “Vﬁ") } > Sensitivity constraint

2: pp 1o} . > Budget request
. . 3. if p, < R, then  Control the influence of a sample

LEMMA 3.1 (L, SENSITIVITY). Given mapping from a n-element . tR ‘(_ Ri—p

. . . . d : t+1 < fig — Pt
data‘sej’t 'domam to d-dimensional r"eal space f : D" — RY, the L, 5. g Vi + Ciown /N, ve ~ N(0,1) > Privacy noise
sensitivity of f, denoted by Ay(f) is defined as: 6: return 7,g;, R4+ > Utility projection

_ P 7: else
Az(f) = gaD’f "f(D) - f(D )”2 ’ 8:  Terminate

—

(o)

where D, D’ are adjacent datasets.
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Differentially Private Learning

Privacy -
loss pt ZCDP i
Protect H
T e 0,1 g | noise schedule
» Publish
—— N| noise distribution
C
Algorithm 1 Privatizing gradients
Input: Private gradient V; summed from [vﬁ” yeen ,V,")]. residual privacy budget R,
1: V, * Z::r:l V™ min{1,C,/ “Vﬁ") } > Sensitivity constraint
2: > Budget request
3: 1t py < Ky then
LEMMA 3.4. The Gaussian mechanism, which retums@ +ov 4 B C R —p . )
satisfies Az(f)z/(ZO'z) 2CDP 5: g¢ + Vi + Ciowy /[N, vy ~ N(0,1) I > Privacy noise
- : HISRE B : 6: return 7, g;, Fy 11 > Utility projection
A deterministic function 7, .,
8: Terminate

40
g
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Differentially Private Learning

privacy measure

Privacy pt- Z C D P

loss

projection: AdaGrad, etc

T Protector
M\ 0 141

noise schedule

—+

» Publish

noise distribution

Qll=l 1ol 3]

sensitivity control

Algorithm 1 Privatizing gradients

Input: Private gradient V,; summed from|

ViV, ..., V™| residual privacy budget R,

1: V, & Z:;l V™ min{1,C,/ “Vi'””} > Sensitivity constraint
Vi 2 py + 1/o? > Budget request

. . . . 3: if < Rt th

If gradients are a stochastic mini-batch, s R B p,
. . 5: g — Vi + Cio /N, vy ~ N(0,1) > Privacy noise
e.g., sampled by g-probability, the privacy 6 retum g, Ress > Utility projection
e
8: Terminate

costis qu for DP metric, e.g, tCDP.

50
U
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Privatize Gradients

P | privacy measure
Privacy - . .
o’ PrZCDP 7 | projection: AdaGrad, etc
0 T T g o | noise schedule
/ﬁ (Dt » Publish q b
(MM N | noise distribution
[ - - 88
C'| sensitivity constraint
Algorithm 1 Privatizing gradients
Input: Private gradient V; summed from [vﬁ” yeen ,Vf")]. residual privacy budget R,
1: V, & Z::l V™ min{1,C,/ |V§") } > Sensitivity constraint
2 py + 1/o? > Budget request
3: if p; < R, then
4 Ry < Ry —py
5: i — Vi + Ciowy /N, v, ~ N(0,1) > Privacy noise
6: return 7, g;, R; 4+ > Utility projection
7: else
8: Terminate

o4
Z1
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Differentially Private Learning

P33 T Pt—2 F Pt—1F Pt | e Privacy cost

0y 041

Publish

Vies Voo Vior Vi

Algorithm 1 Privatizing gradients

Input: Private gradient V; summed from [Vﬁl) yeen ,Vf")]. residual privacy budget R,
1V & SN V™ min{1, ¢,/ “Vﬁ") } > Sensitivity constraint
2 py + 1/o? > Budget request
3: ifpt < Rt then
4 Ry — Ry — p;
5 g1+ Vi +Con /N, v ~ N(0,1) > Privacy noise
6: return 7, 9;, Ry 1 > Utility projection
7: else
8: Terminate

N
N
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Algorithm

Private Learning

Convergence theory and dynamic policy

23
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15

. . 101, I_ t i b d t

Does private learning converge? .- =ast privacy bUcse
* Not converge to the optimal N EEZ:
 Finite iteration . o
 Noise o] y
 Improve the final iterate loss o]
given a privacy budget: o By
EER = E,[f(0741)] — f(67) _OIO: s
* The upper bound of EER I NN "
v 00

Most privacy budget " A
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Why study convergence upper bound?

* Bound the worst case.
* Find a way to speed up optimization algorithm

* To study the impact of privacy operations, e.g., noise magnitude,
clipping norm, etc.

* To compare different algorithms: convergence rate

25
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Assumptions

« (G-Lipschitz continuous loss,
| /@ —f&) || <Gllx-x1l < lIf I < G if fis differentiable.

« M-Lipschitz continuous gradient or M-smooth loss:
| Vi) = Vi) | < Mllx— x|

» u-Polyak-Lojasiewicz (PL) condition < p-strongly convex
| Vr©) ||* = 2uf®) - r6%)

26
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Algorithm 1 Privatizing gradients

Input: Private gradient V; summed from [vﬁ" yeens Vﬁn)], residual privacy budget R,

1 Ve 5N v min{1, 0,/ ”vﬁ") |} > Sensitivity constraint
CO nvergence 2: py+ 1/0} > Budget request

3: ifpt < Rt then

4: Ripr ¢ R — py

55 g+ Vi+Cow/N, v, ~ N(0,1) > Privacy noise

6: return 7, g;, R; 11 > Utility projection

7: else

8: Terminate

Theorem 3.2. Let o, k and ~y be defined in Eq. (5), and 1y = %[ Suppose f(0;x;) is G-Lipschitz
M -smooth and satisfies the Polyak-Lojasiewicz condition. If C’t < @, then clipping does not take
place, i.e., V; = ¥V and the following holds:

EER=E4ﬂ%HH—fWUSCF+R2j;mﬁ>Uw0—ﬂW», (6)

where q, £ ’yT_tat. 7

ZLmMVél—éemJ) (5)

I

2
“7 R N) f(6:) — £(67)

Proof partially based on (Wang, et al., NgLYrIPS 2017)
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Convergence

Theorem 3.2. Let o, k and ~y be defined in Eq. (5), and 1y, = %I Suppose f(0;x;) is G-Lipschitz
M -smooth and satisfies the Polyak-Lojasiewicz condition. If C’t < @, then clipping does not take
place, i.e., V; = ¥V, and the following holds:

4

T o )
BER < (2"} RDC, | @t | (£(61) - £(67)), (6)

where q, t ’yT-tozt. 7
Noise impact

Finite iteration

e Schedule noise to
 Extend iteration T
* Reduce the effect of noise

28
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Convergence

Theorem 3.2. Let o, k and ~y be defined in Eq. (5), and 1y, = \1 Suppose f(0;x;) is G-Lipschitz
M -smooth and satisfies the Polyak-Lojasiewicz condition. If C‘ < @, then clipping does not take

place, i.e., Vy = V, and the following holds:

EER < (')'T +R Zj_l qoi | (f(61) — £(67)), (6)
(7)

where

Influence of noise

Lemma 3.1 (Dynamic schedule). Suppose o, satisfy ZT_I o0~ % = R. Given a positive sequence
{q}, the following equation holds

. 1 & .
Reduce noise impact minRY  qo? = (Z\/‘ , when o, = I—?Z,/Z—. (10)
o b t

How much improvement can we achieve? -
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Advantage of dynamic schedule on optimal upper bound

= none
dynamic
= uniform
xtend ite
20 60 80 100

EER

104

0.8 1

0.6 1

0.4 1

0.2 1

0.0 1

- none
dynamic
—— uniform

0 20 40 60 80 100

K
stable when the loss curvature is sharp

30
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Advantage of dynamic schedule

« Empirically check the g, o

150 {7 ta scale=0 g7\ ¥
T 125 T -2- AN - e
y = w )
BER< (v +RY, 0ot ) GO0 - @), R
g 4 N\ -0s™
where ¢, 2 v oy . g~ o, \\ . -0s

0 20 40 60 80 100 25 5.0 75 100 125 150 175 200
t data scale
le-2 le2
data scale=5 0.0- T
10 data scale=10 =35
—— data scale=15 w ~0.5- ‘ =
—_— =2 3 -3.0
8 data scale=20 / 2 10- \ ,/\
]

6 & -15- N ™ -2532
; g A\ 3
s P\ :

a g 20 - /'\ -20>

s2s- >\ [/ .\ _*

2 k=1 ), 2 =15

g 30 —O—r/dyn \;/"‘r h \.
g / v
0 =35~ —SF eap -10
_ap. & uni
4.0 -0.5
0 20 40 60 a0 100 120 140 50 7.5 100 125 15.0 17.5 200 225 25.0
t data scale
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Further reduce the noise by momentum

Algorithm 2 Privatizing gradients with debiased momentum

Input: Private gradient V,; summed from [Vgl), e ,VE")], residual privacy budget R,

Ve L3N v\™ min{1,C,/ HVE") } > Sensitivity constraint
2: py + 1/0? > Budget request
3: ifpt < Rg then

4 Riy1 < Ry —py

5 9 Vi + v, v ~ N(0,.(Croy /N)*I) > Privacy noise
6 Veg1 = B+ (1 — B)ge, v1 =0

7: Dyp1 = ve41 /(1 - B°)

8: return 7,041, i1 > Utility projection
9: else
10 Terminate

32
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Further reduce the noise by momentum

4.5 A

4.0 1

Theorem 3.4 (Convergence under PL condition). Suppose f(0;x;) is M-smooth, G-Lipschitz and
satisfies the Polyak-Lojasiewicz condition. Let ny, = no. If Cy > G which implies Vy = V (clipping
does not take place), then the following holds:

3.5 1

3.0 A

Ge

2.54
oy RnoD =T :
EER <" (f(61) - f(07)) + }’\‘,’2 o 0 (cm)%noczt A e’ e e
> - 1.5
noise \arma(e momenmm 8ﬂel‘l

1.0 1
2(T—t+1) _ T—t+1 AM?2 1 . . : : ; ;
where = ,3 32 _7'7 -1 mL C (’y B) (,3'7 5); 0 + 2}\/[7)0 1. (17 0 20 40 ) 60 80 100

Especially, when 1y < 8 (LX}B)S [, /1 Ly ﬁ(l%bﬁ); T 1], the noise variance dolninates the bound, i.e.,
EER = O (%2 X1, ¢ (Cion)’). A negative term if 77, is small.

The GD noise

Proof partially based on (Zhu, et al., ArX%%OZO)
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Beyond dynamic noise magnitude

. uxiliar, uxilia Auxilian
 Learning to protect: Transfer the feﬁr’niné feﬁri,z% Leaming
dynamic policies learned from FubTic T B
Data 1 Data 2 ata n

auxiliary tasks to private task.

Protector Training

» AdaClip (Pichapati et al. 2019):
Adaptively clipping the gradients [- - -]

Gradient Protector

* Dynamic batch size (Feldman et
al., 2019, STOC): Increase the , ‘ “optimizaton f
batch size to improve non- R Gradiont Raw Gradient
convex convergence bound. : T —

Training Data

34
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Beyond dynamic noise magnitude

* Learning to protect: Transfer
the dynamic policies learned
from auxiliary tasks to private
task.

» AdaClip (Pichapati et al. 2019):
Adaptively clipping the gradients

* Dynamic batch size (Feldman et
al., 2019, STOC): Increase the

batch size to improve non-
convex convergence bound.

min E [ﬁ'(a, T, T)] , s.t. hr(o; prot) = 0

w0, T

35
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Beyond dynamic noise magnitude

* Learning to protect: Transfer

the dynam iC pOI iCieS |earned ) IPUMS-US (Logistic) : IPUMSHVBR (Loglsfi() ) MNIST3Sis(if) ' X Mliaf (MLP’)
from auxiliary tasks to private ~ i.[¥7 / %8882
task. ) iamnk

» AdaClip (Pichapati et al. 2019):
Adaptively clipping the gradients =l

01 02 04 250025 0.05 0.1
13 &

® Dyn am |C batCh S|Ze (Fe | d man et Figure 2: Test performance (top) and training loss values (bottom) by varying € of logistic and MLP

classifiers on IPUMS and MNIST35 datasets. The error bar presents the size of standard deviations.

al . 2 O 1 9 , STO C) I ncrease ‘th e For better visualization, some horizontal offsets are added to every point.
batch size to improve non-

convex convergence bound. S E [F(U, . T)] st he(0 pu) = 0

w0, T

36
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Thank you for your time!



