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Machine Learning in Our Life

Local	model	training
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Federated Learning

…

Local	model	training

McMahan,	et	al.	(2017).	Communication-Efficient	Learning	of	Deep	Networks	from	Decentralized	Data.	AISTAT	
Hard,	A.,	et	al.	(2019).	Federated	Learning	for	Mobile	Keyboard	Prediction.	ArXiv:1811.03604	3



Federated Learning

…

Local	model	training

McMahan,	et	al.	(2017).	Communication-Efficient	Learning	of	Deep	Networks	from	Decentralized	Data.	AISTAT	
Hard,	A.,	et	al.	(2019).	Federated	Learning	for	Mobile	Keyboard	Prediction.	ArXiv:1811.03604	

Privacy	leakage

Amy

Amy
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Reverse	engineering



Federated Learning

…

Local	model	training

McMahan,	et	al.	(2017).	Communication-Efficient	Learning	of	Deep	Networks	from	Decentralized	Data.	AISTAT	
Hard,	A.,	et	al.	(2019).	Federated	Learning	for	Mobile	Keyboard	Prediction.	ArXiv:1811.03604	

Amy

Amy

Differential	Privacy

Bob
Jack
Joe

Don ?
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Federated Learning

…

Differential	Privacy

Private Learning:

• Publish knowledge (model) rather than data

• Control the privacy loss

• Guarantee the convergence
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Private Learning

Algorithm

Convergence	theory	and	dynamic	policy
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Learning by Gradient Descent
⇢ privacy	measure

⇡ projection:	AdaGrad,	etc

∇t =
1
N

N

∑
n=1

∇f (θ; xn) Private	sample		
(to	protect)
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Protector

Publish

⇡

✓t+1✓t
+

rt



Privacy attack

• 2019Grad: Deep Leakage from Gradients, 
Zhu et al.: 


• 2017MIA: Membership Inference Attacks, 
Shokri et al.:  
where  is a trained attack.


• 2017GAN: Info Leakage from Collaborative 
Deep Learning, Hitaj et al. 2017:  
where 


• 2015MI: Model Inversion, Fredrikson et al.: 
 (statistical model)

x = arg min
x

∥∇f (x) − ∇t∥2

P(x ∈ Dtrain) = h( f (x; θ))
h()

x = G(z)
z = max

z
f (G(z); θ)

x = arg max
x

f (x)
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∇t

D

2015MI

2019Grad

prediction

2017MIA

2017GAN



Quantify privacy

Publish
✓t+1✓t

rt

⇢t

<latexit sha1_base64="3ahJP24LrHwrWS29AhZPmoGqnIY=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY8FLx4r2A9oQ9lsN+3SzSbuToQS+ie8eFDEq3/Hm//GbZuDtj4YeLw3w8y8IJHCoOt+O4WNza3tneJuaW//4PCofHzSNnGqGW+xWMa6G1DDpVC8hQIl7yaa0yiQvBNMbud+54lrI2L1gNOE+xEdKREKRtFK3b4ex4MMZ4Nyxa26C5B14uWkAjmag/JXfxizNOIKmaTG9Dw3QT+jGgWTfFbqp4YnlE3oiPcsVTTixs8W987IhVWGJIy1LYVkof6eyGhkzDQKbGdEcWxWvbn4n9dLMbzxM6GSFLliy0VhKgnGZP48GQrNGcqpJZRpYW8lbEw1ZWgjKtkQvNWX10m7VvXq1av7eqVRy+MowhmcwyV4cA0NuIMmtICBhGd4hTfn0Xlx3p2PZWvByWdO4Q+czx9yHJAy</latexit>

· · ·+ ⇢t�3 + ⇢t�2 + ⇢t�1+

<latexit sha1_base64="B68S6eME0cpz7dh2Ux7lDkxXEt0=">AAACFXicbZDLSgMxFIYz9VbrbdSlm2ARhGqZqRVdFty4rGAv0A5DJk3b0MyF5IxQhnkJN76KGxeKuBXc+Tam7Sja+kPg4z/nJDm/FwmuwLI+jdzS8srqWn69sLG5tb1j7u41VRhLyho0FKFse0QxwQPWAA6CtSPJiO8J1vJGV5N6645JxcPgFsYRc3wyCHifUwLacs2Tbi8EhUu4K4ehm8DpWVr6xkqKf9jWjF2zaJWtqfAi2BkUUaa6a37o62nsswCoIEp1bCsCJyESOBUsLXRjxSJCR2TAOhoD4jPlJNOtUnyknR7uh1KfAPDU/T2REF+pse/pTp/AUM3XJuZ/tU4M/Usn4UEUAwvo7KF+LDCEeBIR7nHJKIixBkIl13/FdEgkoaCDLOgQ7PmVF6FZKdvV8vlNtVirZHHk0QE6RMfIRheohq5RHTUQRffoET2jF+PBeDJejbdZa87IZvbRHxnvX6DvnSo=</latexit>

Privacy cost

rt�1

<latexit sha1_base64="0VUbGkq6t4g8uXtYAvH4E7jjQXo=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBiyUpFT0WvHisYD+gCWWy3bZLN5uwuxFK6N/w4kERr/4Zb/4bt20O2vpg4PHeDDPzwkRwbVz32ylsbG5t7xR3S3v7B4dH5eOTto5TRVmLxiJW3RA1E1yyluFGsG6iGEahYJ1wcjf3O09MaR7LRzNNWBDhSPIhp2is5PsSQ4H9zFx5s3654lbdBcg68XJSgRzNfvnLH8Q0jZg0VKDWPc9NTJChMpwKNiv5qWYJ0gmOWM9SiRHTQba4eUYurDIgw1jZkoYs1N8TGUZaT6PQdkZoxnrVm4v/eb3UDG+DjMskNUzS5aJhKoiJyTwAMuCKUSOmliBV3N5K6BgVUmNjKtkQvNWX10m7VvXq1euHeqVRy+MowhmcwyV4cAMNuIcmtIBCAs/wCm9O6rw4787HsrXg5DOn8AfO5w+1AJFt</latexit>

rt�2

<latexit sha1_base64="fN8eQWbbZ7fbjd9h8/hEKh7utec=">AAAB83icbVBNS8NAEN3Ur1q/qh69LBbBiyUpFT0WvHisYD+gCWWy3bZLN5uwOxFK6N/w4kERr/4Zb/4bt20O2vpg4PHeDDPzwkQKg6777RQ2Nre2d4q7pb39g8Oj8vFJ28SpZrzFYhnrbgiGS6F4CwVK3k00hyiUvBNO7uZ+54lrI2L1iNOEBxGMlBgKBmgl31cQSuhneFWb9csVt+ouQNeJl5MKydHsl7/8QczSiCtkEozpeW6CQQYaBZN8VvJTwxNgExjxnqUKIm6CbHHzjF5YZUCHsbalkC7U3xMZRMZMo9B2RoBjs+rNxf+8XorD2yATKkmRK7ZcNEwlxZjOA6ADoTlDObUEmBb2VsrGoIGhjalkQ/BWX14n7VrVq1evH+qVRi2Po0jOyDm5JB65IQ1yT5qkRRhJyDN5JW9O6rw4787HsrXg5DOn5A+czx+2hZFu</latexit>

rt�3

<latexit sha1_base64="8QQ/3jTb5m07V10Gsz69cg1ltYM=">AAAB83icbVBNS8NAEN34WetX1aOXxSJ4sSS1oseCF48V7Ac0pUy2m3bpZhN2J0IJ/RtePCji1T/jzX/jts1BWx8MPN6bYWZekEhh0HW/nbX1jc2t7cJOcXdv/+CwdHTcMnGqGW+yWMa6E4DhUijeRIGSdxLNIQokbwfju5nffuLaiFg94iThvQiGSoSCAVrJ9xUEEvoZXl5N+6WyW3HnoKvEy0mZ5Gj0S1/+IGZpxBUyCcZ0PTfBXgYaBZN8WvRTwxNgYxjyrqUKIm562fzmKT23yoCGsbalkM7V3xMZRMZMosB2RoAjs+zNxP+8borhbS8TKkmRK7ZYFKaSYkxnAdCB0JyhnFgCTAt7K2Uj0MDQxlS0IXjLL6+SVrXi1SrXD7VyvZrHUSCn5IxcEI/ckDq5Jw3SJIwk5Jm8kjcndV6cd+dj0brm5DMn5A+czx+4CpFv</latexit>

. . .

<latexit sha1_base64="R/FWCZlUk2XEbveih2/CJz9ADJE=">AAAB7HicbVBNS8NAFHypX7V+VT16WSyCp5KUih4LXjxWMK3QhrLZbtqlm03YfRFK6G/w4kERr/4gb/4bt20O2jqwMMy8Yd+bMJXCoOt+O6WNza3tnfJuZW//4PCoenzSMUmmGfdZIhP9GFLDpVDcR4GSP6aa0ziUvBtObud+94lrIxL1gNOUBzEdKREJRtFKfn+YoBlUa27dXYCsE68gNSjQHlS/bI5lMVfIJDWm57kpBjnVKJjks0o/MzylbEJHvGepojE3Qb5YdkYurDIkUaLtU0gW6u9ETmNjpnFoJ2OKY7PqzcX/vF6G0U2QC5VmyBVbfhRlkmBC5peTodCcoZxaQpkWdlfCxlRThrafii3BWz15nXQada9Zv7pv1lqNoo4ynME5XIIH19CCO2iDDwwEPMMrvDnKeXHenY/laMkpMqfwB87nD+8wjro=</latexit>

If	privacy	cost	is	over	a	budget,	we	stop	and	publish	model
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Quantify privacy: Differential Privacy (DP)

Training

Training

Adversary

D

D′ 
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Differential Privacy

𝒜(D)

𝒜(D′ )

D

D′ 

Adversary
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p(
𝒜

(D
))

𝒜(D)



Differential Privacy

𝒜(D)

𝒜(D′ )

D

D′ 

p(
𝒜

(D
))

𝒜(D)

Privacy loss

Privacy loss at y Z(y) ≜ log ( p(𝒜(D) = y)
p(𝒜(D′ ) = y) ) where  and  are 

adjacent (differing at one sample)
y ∼ 𝒜(D) D, D′ 

13



Differential Privacy 

Privacy loss at y

	is	 -DP:	 	or	𝒜 ϵ Z ≤ ϵ P(Z > ϵ) = 0

Z(y) ≜ log ( p(𝒜(D) = y)
p(𝒜(D′ ) = y) )

	is	 -DP:	𝒜 (ϵ, δ) P(Z > ϵ) = δ
	is	 -zCDP:	 	for	𝒜 ρ P(Z > t + ρ) ≤ e−t2/(4ρ) t ≥ 0

	is	 -tCDP:	 	for	 	
																																 	for	
𝒜 (ρ, ω) P(Z > t + ρ) ≤ e−t2/(4ρ) t ∈ [0,2ρ(ω − 1)]

P(Z > t + ρ) ≤ e(ω−1)2ρ ⋅ e−(ω−1))t t ∈ (2ρ(ω − 1), ∞)

where y ∼ 𝒜(D)

14
Bun, M., Dwork, C., et al. (2018). Composable and Versatile Privacy via Truncated CDP. STOC

P(Z > t)



Quantify privacy: Accumulate privacy loss

Publish
✓t+1✓t

rt

⇢t

<latexit sha1_base64="3ahJP24LrHwrWS29AhZPmoGqnIY=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY8FLx4r2A9oQ9lsN+3SzSbuToQS+ie8eFDEq3/Hm//GbZuDtj4YeLw3w8y8IJHCoOt+O4WNza3tneJuaW//4PCofHzSNnGqGW+xWMa6G1DDpVC8hQIl7yaa0yiQvBNMbud+54lrI2L1gNOE+xEdKREKRtFK3b4ex4MMZ4Nyxa26C5B14uWkAjmag/JXfxizNOIKmaTG9Dw3QT+jGgWTfFbqp4YnlE3oiPcsVTTixs8W987IhVWGJIy1LYVkof6eyGhkzDQKbGdEcWxWvbn4n9dLMbzxM6GSFLliy0VhKgnGZP48GQrNGcqpJZRpYW8lbEw1ZWgjKtkQvNWX10m7VvXq1av7eqVRy+MowhmcwyV4cA0NuIMmtICBhGd4hTfn0Xlx3p2PZWvByWdO4Q+czx9yHJAy</latexit>

· · ·+ ⇢t�3 + ⇢t�2 + ⇢t�1+

<latexit sha1_base64="B68S6eME0cpz7dh2Ux7lDkxXEt0=">AAACFXicbZDLSgMxFIYz9VbrbdSlm2ARhGqZqRVdFty4rGAv0A5DJk3b0MyF5IxQhnkJN76KGxeKuBXc+Tam7Sja+kPg4z/nJDm/FwmuwLI+jdzS8srqWn69sLG5tb1j7u41VRhLyho0FKFse0QxwQPWAA6CtSPJiO8J1vJGV5N6645JxcPgFsYRc3wyCHifUwLacs2Tbi8EhUu4K4ehm8DpWVr6xkqKf9jWjF2zaJWtqfAi2BkUUaa6a37o62nsswCoIEp1bCsCJyESOBUsLXRjxSJCR2TAOhoD4jPlJNOtUnyknR7uh1KfAPDU/T2REF+pse/pTp/AUM3XJuZ/tU4M/Usn4UEUAwvo7KF+LDCEeBIR7nHJKIixBkIl13/FdEgkoaCDLOgQ7PmVF6FZKdvV8vlNtVirZHHk0QE6RMfIRheohq5RHTUQRffoET2jF+PBeDJejbdZa87IZvbRHxnvX6DvnSo=</latexit>

Privacy cost

rt�1

<latexit sha1_base64="0VUbGkq6t4g8uXtYAvH4E7jjQXo=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBiyUpFT0WvHisYD+gCWWy3bZLN5uwuxFK6N/w4kERr/4Zb/4bt20O2vpg4PHeDDPzwkRwbVz32ylsbG5t7xR3S3v7B4dH5eOTto5TRVmLxiJW3RA1E1yyluFGsG6iGEahYJ1wcjf3O09MaR7LRzNNWBDhSPIhp2is5PsSQ4H9zFx5s3654lbdBcg68XJSgRzNfvnLH8Q0jZg0VKDWPc9NTJChMpwKNiv5qWYJ0gmOWM9SiRHTQba4eUYurDIgw1jZkoYs1N8TGUZaT6PQdkZoxnrVm4v/eb3UDG+DjMskNUzS5aJhKoiJyTwAMuCKUSOmliBV3N5K6BgVUmNjKtkQvNWX10m7VvXq1euHeqVRy+MowhmcwyV4cAMNuIcmtIBCAs/wCm9O6rw4787HsrXg5DOn8AfO5w+1AJFt</latexit>

rt�2

<latexit sha1_base64="fN8eQWbbZ7fbjd9h8/hEKh7utec=">AAAB83icbVBNS8NAEN3Ur1q/qh69LBbBiyUpFT0WvHisYD+gCWWy3bZLN5uwOxFK6N/w4kERr/4Zb/4bt20O2vpg4PHeDDPzwkQKg6777RQ2Nre2d4q7pb39g8Oj8vFJ28SpZrzFYhnrbgiGS6F4CwVK3k00hyiUvBNO7uZ+54lrI2L1iNOEBxGMlBgKBmgl31cQSuhneFWb9csVt+ouQNeJl5MKydHsl7/8QczSiCtkEozpeW6CQQYaBZN8VvJTwxNgExjxnqUKIm6CbHHzjF5YZUCHsbalkC7U3xMZRMZMo9B2RoBjs+rNxf+8XorD2yATKkmRK7ZcNEwlxZjOA6ADoTlDObUEmBb2VsrGoIGhjalkQ/BWX14n7VrVq1evH+qVRi2Po0jOyDm5JB65IQ1yT5qkRRhJyDN5JW9O6rw4787HsrXg5DOn5A+czx+2hZFu</latexit>

rt�3

<latexit sha1_base64="8QQ/3jTb5m07V10Gsz69cg1ltYM=">AAAB83icbVBNS8NAEN34WetX1aOXxSJ4sSS1oseCF48V7Ac0pUy2m3bpZhN2J0IJ/RtePCji1T/jzX/jts1BWx8MPN6bYWZekEhh0HW/nbX1jc2t7cJOcXdv/+CwdHTcMnGqGW+yWMa6E4DhUijeRIGSdxLNIQokbwfju5nffuLaiFg94iThvQiGSoSCAVrJ9xUEEvoZXl5N+6WyW3HnoKvEy0mZ5Gj0S1/+IGZpxBUyCcZ0PTfBXgYaBZN8WvRTwxNgYxjyrqUKIm562fzmKT23yoCGsbalkM7V3xMZRMZMosB2RoAjs+zNxP+8borhbS8TKkmRK7ZYFKaSYkxnAdCB0JyhnFgCTAt7K2Uj0MDQxlS0IXjLL6+SVrXi1SrXD7VyvZrHUSCn5IxcEI/ckDq5Jw3SJIwk5Jm8kjcndV6cd+dj0brm5DMn5A+czx+4CpFv</latexit>

. . .

<latexit sha1_base64="R/FWCZlUk2XEbveih2/CJz9ADJE=">AAAB7HicbVBNS8NAFHypX7V+VT16WSyCp5KUih4LXjxWMK3QhrLZbtqlm03YfRFK6G/w4kERr/4gb/4bt20O2jqwMMy8Yd+bMJXCoOt+O6WNza3tnfJuZW//4PCoenzSMUmmGfdZIhP9GFLDpVDcR4GSP6aa0ziUvBtObud+94lrIxL1gNOUBzEdKREJRtFKfn+YoBlUa27dXYCsE68gNSjQHlS/bI5lMVfIJDWm57kpBjnVKJjks0o/MzylbEJHvGepojE3Qb5YdkYurDIkUaLtU0gW6u9ETmNjpnFoJ2OKY7PqzcX/vF6G0U2QC5VmyBVbfhRlkmBC5peTodCcoZxaQpkWdlfCxlRThrafii3BWz15nXQada9Zv7pv1lqNoo4ynME5XIIH19CCO2iDDwwEPMMrvDnKeXHenY/laMkpMqfwB87nD+8wjro=</latexit>

15

Note:	zCDP	allows	 	and	 	to	be	different,	
but	DP	does	not.	For	DP,	an	additional	privacy	
cost	has	to	be	paid.

ρ1 ρ2

Bun,	M.,	&	Steinke,	T.	(2016).	Concentrated	Differential	Privacy:	Simplifications,	Extensions,	and	Lower	Bounds,	TOC	
Dwork,	C.,	&	Rothblum,	G.	N.	(2016).	Concentrated	Differential	Privacy.	ArXiv:1603.01887	
Rogers,	et	al.	(2016).	Privacy	Odometers	and	Filters:	Pay-as-you-Go	Composition.	NeurIPS

Compose	dynamic	privacy	parameter



Quantify privacy

Protector

Publish

⇡⇢

✓t+1✓t
+

rt

Privacy 
loss +∞

⇢ privacy	measure

⇡ projection:	AdaGrad,	etc

∇t =
1
N

N

∑
n=1

∇f (θ; xn) Private	sample		
(to	protect)

16

	is	deterministic	
which	is	non-private
π



Privatize Gradients
⇢ privacy	measure

⇡ projection:	AdaGrad,	etc
Protector

Publish

�
N

⇡⇢

+

✓t+1✓t +

rt

C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

Privacy 
loss -zCDPρt

� noise	schedule

N noise	distribution
C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

sensitivity	constraint

17

Cost	some	privacy	budget



Privatize Gradients
⇢ privacy	measure

⇡ projection:	AdaGrad,	etc
Protector

Publish

�
N

⇡⇢

+

✓t+1✓t +

rt

C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

Privacy 
loss -zCDPρt

� noise	schedule

N noise	distribution
C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

sensitivity	constraint

Control	the	influence	of	a	sample

18



Differentially Private Learning
⇢ privacy	measure

⇡ projection:	AdaGrad,	etc
Protector
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rt

C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

Privacy 
loss -zCDPρt

� noise	schedule

N noise	distribution
C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

sensitivity	control

19

A	deterministic	function



Differentially Private Learning
⇢ privacy	measure

⇡ projection:	AdaGrad,	etc
Protector

Publish

�
N

⇡⇢

+

✓t+1✓t +

rt

C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

Privacy 
loss -zCDPρt

� noise	schedule

N noise	distribution
C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

sensitivity	control
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If	gradients	are	a	stochastic	mini-batch,	
e.g.,	sampled	by	q-probability,	the	privacy	
cost	is	 	for	DP	metric,	e.g,	tCDP.∝ q2ρ



Privatize Gradients
⇢ privacy	measure

⇡ projection:	AdaGrad,	etc
Protector

Publish

�
N

⇡⇢

+

✓t+1✓t +

rt

C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

Privacy 
loss -zCDPρt

� noise	schedule

N noise	distribution
C

<latexit sha1_base64="r2HF2ETuUjeebDE/VIOverI/1Qk=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNRo9ELh4hkUcCGzI79MLI7OxmZtaEEL7AiweN8eonefNvHGAPClbSSaWqO91dQSK4Nq777eQ2Nre2d/K7hb39g8Oj4vFJS8epYthksYhVJ6AaBZfYNNwI7CQKaRQIbAfj2txvP6HSPJYPZpKgH9Gh5CFn1FipUesXS27ZXYCsEy8jJchQ7xe/eoOYpRFKwwTVuuu5ifGnVBnOBM4KvVRjQtmYDrFrqaQRan+6OHRGLqwyIGGsbElDFurviSmNtJ5Ege2MqBnpVW8u/ud1UxPe+lMuk9SgZMtFYSqIicn8azLgCpkRE0soU9zeStiIKsqMzaZgQ/BWX14nrauyVylfNyql6l0WRx7O4BwuwYMbqMI91KEJDBCe4RXenEfnxXl3PpatOSebOYU/cD5/AJh9jM8=</latexit>

sensitivity	constraint

21



Differentially Private Learning

Publish
✓t+1✓t

rt

⇢t

<latexit sha1_base64="3ahJP24LrHwrWS29AhZPmoGqnIY=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lKRY8FLx4r2A9oQ9lsN+3SzSbuToQS+ie8eFDEq3/Hm//GbZuDtj4YeLw3w8y8IJHCoOt+O4WNza3tneJuaW//4PCofHzSNnGqGW+xWMa6G1DDpVC8hQIl7yaa0yiQvBNMbud+54lrI2L1gNOE+xEdKREKRtFK3b4ex4MMZ4Nyxa26C5B14uWkAjmag/JXfxizNOIKmaTG9Dw3QT+jGgWTfFbqp4YnlE3oiPcsVTTixs8W987IhVWGJIy1LYVkof6eyGhkzDQKbGdEcWxWvbn4n9dLMbzxM6GSFLliy0VhKgnGZP48GQrNGcqpJZRpYW8lbEw1ZWgjKtkQvNWX10m7VvXq1av7eqVRy+MowhmcwyV4cA0NuIMmtICBhGd4hTfn0Xlx3p2PZWvByWdO4Q+czx9yHJAy</latexit>

· · ·+ ⇢t�3 + ⇢t�2 + ⇢t�1+

<latexit sha1_base64="B68S6eME0cpz7dh2Ux7lDkxXEt0=">AAACFXicbZDLSgMxFIYz9VbrbdSlm2ARhGqZqRVdFty4rGAv0A5DJk3b0MyF5IxQhnkJN76KGxeKuBXc+Tam7Sja+kPg4z/nJDm/FwmuwLI+jdzS8srqWn69sLG5tb1j7u41VRhLyho0FKFse0QxwQPWAA6CtSPJiO8J1vJGV5N6645JxcPgFsYRc3wyCHifUwLacs2Tbi8EhUu4K4ehm8DpWVr6xkqKf9jWjF2zaJWtqfAi2BkUUaa6a37o62nsswCoIEp1bCsCJyESOBUsLXRjxSJCR2TAOhoD4jPlJNOtUnyknR7uh1KfAPDU/T2REF+pse/pTp/AUM3XJuZ/tU4M/Usn4UEUAwvo7KF+LDCEeBIR7nHJKIixBkIl13/FdEgkoaCDLOgQ7PmVF6FZKdvV8vlNtVirZHHk0QE6RMfIRheohq5RHTUQRffoET2jF+PBeDJejbdZa87IZvbRHxnvX6DvnSo=</latexit>

Privacy cost

rt�1

<latexit sha1_base64="0VUbGkq6t4g8uXtYAvH4E7jjQXo=">AAAB83icbVBNS8NAEJ3Ur1q/qh69LBbBiyUpFT0WvHisYD+gCWWy3bZLN5uwuxFK6N/w4kERr/4Zb/4bt20O2vpg4PHeDDPzwkRwbVz32ylsbG5t7xR3S3v7B4dH5eOTto5TRVmLxiJW3RA1E1yyluFGsG6iGEahYJ1wcjf3O09MaR7LRzNNWBDhSPIhp2is5PsSQ4H9zFx5s3654lbdBcg68XJSgRzNfvnLH8Q0jZg0VKDWPc9NTJChMpwKNiv5qWYJ0gmOWM9SiRHTQba4eUYurDIgw1jZkoYs1N8TGUZaT6PQdkZoxnrVm4v/eb3UDG+DjMskNUzS5aJhKoiJyTwAMuCKUSOmliBV3N5K6BgVUmNjKtkQvNWX10m7VvXq1euHeqVRy+MowhmcwyV4cAMNuIcmtIBCAs/wCm9O6rw4787HsrXg5DOn8AfO5w+1AJFt</latexit>

rt�2

<latexit sha1_base64="fN8eQWbbZ7fbjd9h8/hEKh7utec=">AAAB83icbVBNS8NAEN3Ur1q/qh69LBbBiyUpFT0WvHisYD+gCWWy3bZLN5uwOxFK6N/w4kERr/4Zb/4bt20O2vpg4PHeDDPzwkQKg6777RQ2Nre2d4q7pb39g8Oj8vFJ28SpZrzFYhnrbgiGS6F4CwVK3k00hyiUvBNO7uZ+54lrI2L1iNOEBxGMlBgKBmgl31cQSuhneFWb9csVt+ouQNeJl5MKydHsl7/8QczSiCtkEozpeW6CQQYaBZN8VvJTwxNgExjxnqUKIm6CbHHzjF5YZUCHsbalkC7U3xMZRMZMo9B2RoBjs+rNxf+8XorD2yATKkmRK7ZcNEwlxZjOA6ADoTlDObUEmBb2VsrGoIGhjalkQ/BWX14n7VrVq1evH+qVRi2Po0jOyDm5JB65IQ1yT5qkRRhJyDN5JW9O6rw4787HsrXg5DOn5A+czx+2hZFu</latexit>

rt�3

<latexit sha1_base64="8QQ/3jTb5m07V10Gsz69cg1ltYM=">AAAB83icbVBNS8NAEN34WetX1aOXxSJ4sSS1oseCF48V7Ac0pUy2m3bpZhN2J0IJ/RtePCji1T/jzX/jts1BWx8MPN6bYWZekEhh0HW/nbX1jc2t7cJOcXdv/+CwdHTcMnGqGW+yWMa6E4DhUijeRIGSdxLNIQokbwfju5nffuLaiFg94iThvQiGSoSCAVrJ9xUEEvoZXl5N+6WyW3HnoKvEy0mZ5Gj0S1/+IGZpxBUyCcZ0PTfBXgYaBZN8WvRTwxNgYxjyrqUKIm562fzmKT23yoCGsbalkM7V3xMZRMZMosB2RoAjs+zNxP+8borhbS8TKkmRK7ZYFKaSYkxnAdCB0JyhnFgCTAt7K2Uj0MDQxlS0IXjLL6+SVrXi1SrXD7VyvZrHUSCn5IxcEI/ckDq5Jw3SJIwk5Jm8kjcndV6cd+dj0brm5DMn5A+czx+4CpFv</latexit>

. . .

<latexit sha1_base64="R/FWCZlUk2XEbveih2/CJz9ADJE=">AAAB7HicbVBNS8NAFHypX7V+VT16WSyCp5KUih4LXjxWMK3QhrLZbtqlm03YfRFK6G/w4kERr/4gb/4bt20O2jqwMMy8Yd+bMJXCoOt+O6WNza3tnfJuZW//4PCoenzSMUmmGfdZIhP9GFLDpVDcR4GSP6aa0ziUvBtObud+94lrIxL1gNOUBzEdKREJRtFKfn+YoBlUa27dXYCsE68gNSjQHlS/bI5lMVfIJDWm57kpBjnVKJjks0o/MzylbEJHvGepojE3Qb5YdkYurDIkUaLtU0gW6u9ETmNjpnFoJ2OKY7PqzcX/vF6G0U2QC5VmyBVbfhRlkmBC5peTodCcoZxaQpkWdlfCxlRThrafii3BWz15nXQada9Zv7pv1lqNoo4ynME5XIIH19CCO2iDDwwEPMMrvDnKeXHenY/laMkpMqfwB87nD+8wjro=</latexit>
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Private Learning

Algorithm

Convergence	theory	and	dynamic	policy

23



Does private learning converge?

• Not converge to the optimal

• Finite iteration

• Noise


• Improve the final iterate loss 
given a privacy budget:



• The upper bound of EER

Least	privacy	budget

Most	privacy	budget

24



Why study convergence upper bound?
• Bound the worst case.

• Find a way to speed up optimization algorithm

• To study the impact of privacy operations, e.g., noise magnitude, 

clipping norm, etc.

• To compare different algorithms: convergence rate

25



Assumptions

• -Lipschitz continuous loss, 
 if  is differentiable.


• -Lipschitz continuous gradient or -smooth loss: 



• -Polyak-Lojasiewicz (PL) condition < -strongly convex 

G
f (x) − f (x′ ) ≤ G∥x − x′ ∥ ⇔ ∥f′ (x)∥ ≤ G f

M M
∇f (x) − ∇f (x′ ) ≤ M∥x − x′ ∥

μ μ
∇f (θ)

2
≥ 2μ( f (θ) − f (θ*))

26



Convergence

Proof	partially	based	on	(Wang,	et	al.,	NeurIPS	2017)27



Convergence

Finite	iteration Noise	impact

• Schedule noise to

• Extend iteration T

• Reduce the effect of noise

28



Convergence

How	much	improvement	can	we	achieve?

Reduce	noise	impact

29

Influence	of	noise



Advantage of dynamic schedule on optimal upper bound

stable	when	the	loss	curvature	is	sharp

Extend	iter

30



Advantage of dynamic schedule
• Empirically check the qt

31



Further reduce the noise by momentum

32



Further reduce the noise by momentum

Proof	partially	based	on	(Zhu,	et	al.,	ArXiv	2020)

A	negative	term	if	 	is	small.η0

The	GD	noise

33



Beyond dynamic noise magnitude
• Learning to protect: Transfer the 

dynamic policies learned from 
auxiliary tasks to private task.


• AdaClip (Pichapati et al. 2019): 
Adaptively clipping the gradients


• Dynamic batch size (Feldman et 
al., 2019, STOC): Increase the 
batch size to improve non-
convex convergence bound.

34
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Beyond dynamic noise magnitude
• Learning to protect: Transfer 

the dynamic policies learned 
from auxiliary tasks to private 
task.


• AdaClip (Pichapati et al. 2019): 
Adaptively clipping the gradients


• Dynamic batch size (Feldman et 
al., 2019, STOC): Increase the 
batch size to improve non-
convex convergence bound.
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Beyond dynamic noise magnitude
• Learning to protect: Transfer 

the dynamic policies learned 
from auxiliary tasks to private 
task.


• AdaClip (Pichapati et al. 2019): 
Adaptively clipping the gradients


• Dynamic batch size (Feldman et 
al., 2019, STOC): Increase the 
batch size to improve non-
convex convergence bound.
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Thank you for your time!
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