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Privacy Regulations and Risks
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Differential Privacy

l .l D A(D)

p(d(D))

D A(D")

A (D) =
Privacy lossaty Z(y) 2 log p(d D) = y) where y ~ &/(D) and D, D’ are
p(gi (D’ ) — y) adjacent (differing at one sample)
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Differentially Private Stochastic Gradient Descent (DPSGD)

- Non-private SGD: 0,,{ =6, —nV,
° Private SGD: 0,, | = 0, — ng,, g, = Privatize(V,)

Algorithm 1 Privatizing gradients

Input: Private gradient V,; summed from [vﬁ” ..... vﬁ"’], residual privacy budget R,

I: Vi ¥ SN v min{1, ¢,/ ||v§“) } &> Sensitivity constraint
2: py ¢ 1/0? > Budget request
3: ifpt < Rt then

4: Rii1 < Ry — py

5: gt — Vi + Cioy /N, vy ~ N(0,1) > Privacy noise
6: return 7,9;, R; 1 > Utility projection
7: else

8: Terminate
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DPSGD needs more data

Algorithm Schedule (c?) Utility Upper Bound

In(N /S 3 1n3 N
*GD+Adv [3] 0 (%{s)) ) 1})\]1;_61: ~
2
GD+MA [34] O( %) 0 g%nTEIZ
. - T . VD DN
GD+MA (adjusted utility) [39] o( R€,5) [0) (rmn NR3" 2 i,g) How?
2 212
*GD+Adv+BBImp [7] Io) (%) 0o jj %}\(rll/_fz_))
Adam+MA [42] o( % ) 0, ( Dln(%}?:é(l—p)) ) 17
GD, Non-Private 0 oL —
(%) N
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A close look at

-1.5

the private convergence Strictly private | ..
 Not converge to the optimal High
* Finite iteration away froni
* Noise
* Improve the final iterate loss ]
given a privacy budget:
EER = E, [f(07+1)] — f(07) )
 The upper bound of EER | -
Less private v N
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Why study convergence upper bound?

* Bound the worst case (highest errors).
* Find a way to speed up optimization algorithm

* Gain insights into privacy operations, e.g., noise magnitude,
clipping norm, etc.

* To compare different algorithms: convergence rate
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Assumptions

« (G-Lipschitz continuous loss,
| /@ —f&) || < Gllx-x1l < lIf | < G if fis differentiable.

« M-Lipschitz continuous gradient or M-smooth loss:
| V@) = Vi) || <Mllx—x|

» u-Polyak-Lojasiewicz (PL) condition < p-strongly convex
| Vr©) ||* = 2u(f®) - r6%)
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Revisit: Convergence of DPSGD with non-static o,

Theorem 3.2. Let o, k and ~y be defined in Eq. (5), and 1y, = \1 Suppose f(0;x;) is G-Lipschitz
M -smooth and satisfies the Polyak-Lojasiewicz condition. If é’ < @, then clipping does not take

place, i.e., V., = V, and the following holds:

BER = E,[f(0r41)] - 10)< (v +RY, qm)(f 1)~ £(6), ©
where q, 2 v oy %)

a MD (nC, 1 A M a, 1
a‘_2R(N> foy—fey Tz bady =l €0,1).

Proof partially based on (Wang, et al., NeurlPS 2017) 9
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Revisit: Convergence of DPSGD with non-static o,

Theorem 3.2. Let o, k and ~y be defined in Eq. (5), and 1y, = %I Suppose f(0;x;) is G-Lipschitz
M -smooth and satisfies the Polyak-Lojasiewicz condition. If C’t < @, then clipping does not take
place, i.e., V; = ¥V, and the following holds:

4

T o )
BER < (2"} RDC, | @t | (£(61) - £(67)), (6)

where q, t ’yT-tozt. 7
Noise impact

Finite iteration

e Schedule noise to
 Extend iteration T
* Reduce the effect of noise

10
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Revisit: Convergence of DPSGD with non-static o,

Theorem 3.2. Let o, k and ~y be defined in Eq. (5), and 1y, = \1 Suppose f(0;x;) is G-Lipschitz
M -smooth and satisfies the Polyak-Lojasiewicz condition. If C‘ < @, then clipping does not take

place, i.e., Vy = V, and the following holds:

T )
EER < (’)'T +R Zt_l qo?

where|q, = ’yT

01) - £(67)), (6)
(N

Influence of noise

Lemma 3.1 (Dynamic schedule). Suppose o, satisfy ZT_I o0~ % = R. Given a positive sequence
{q}, the following equation holds

. 1 & .
Reduce noise impact minRY  qo? = (Z\/‘ , when o, = I—?Z,/Z—. (10)
o b t

How much improvement can we achieve? y
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Advantage of dynamic schedule

Theorem 3.3. When oy = \/ T/ R and C, be constant, let « = o, vy and k be defined in Eq. (5) and
the T minimizing the upper bound of Eq. (6) is'

reuniform _ [logv (lu("l‘/',’,))] , ka+Iny <0 ®)
) Ko+ Iny >0

bl

Meanwhile, for k > 1, the minimal bound is

wiform _ | |0 (k% [1 + (K% — 1) ln(n""a)]) , | ka+Iny <0
ERUB, ;. = { 1= ka+Iny >0 ° ®)
DG* DG*
non-private ERUB : a = < ,
’ 2RMNZ((61) - £(6%) (RMNZ)
4
. M
curvature : k = —, (5)
J7;
convergencerate : y = 1 — —, (6)
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Advantage of dynamic schedule

Theorem 3.3. When oy = \/ T/ R and C, be constant, let « = oy, vy and K be defined in Eq. (5) and
the T minimizing the upper bound of Eq. (6) is'

T:unifnrm _ [logﬁ. (lu('cll/"y))] , Ka+Iny <0 (8)
0, Ko+ Iny >0
Meanwhile, for k > 1, the minimal bound is
wiform _ [ |© (K*a [l + (K — 1) ln(nza)]) , | ka+Iny <0
ER‘UBmin - { 1’ Ko + In ¥ 2 0 (9)

Lemma 3.2. Let o, k and vy be defined in Eq. (5). When o, be defined as Eq. (10), the T minimizing

the upper bound of Eq. (6) is
@
T = |2log., ( ——5 || 11
[ % <a+(l—\/ﬁ')2ﬂ (a

Meanwhile, the minimal bound is

.2
ERUBZmmic fg (=% ). 12
min <K,2Ct + 1) ( )

DG? DG?
-private ERUB : @ 2 <0 ,
non-private a ZR_MNZ(f(Bl) _f(ox)) (RMNZ)

. M

curvature : k £ —, 5)
u

N 1
convergence rate: y £ 1 — —, ©)

K
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Advantage of dynamic schedule on optimal upper bound

# of allowed iterations Excess Expected Risks
35 — none 10 1 — none
dynamic dynamic
30 1 —uniform osd — uniform
25 A
20 1 061
: 15 4 /Y \%,, N H 0.4
10 N
| xtend ite 02
0 0.0 14
0 20 a0 60 80 100 0 20 40 60 80 100
Smooth loss curvature K Sharp loss curvature B

stable when the loss curvature (x) is sharp

14
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Advantage of dynamic schedule

« Empirically check the g, o
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Further reduce the noise by momentum

* Example of momentum in modern optimizers: Adam, SGD with
momentum

Algorithm 2 Privatizing gradients with debiased momentum

Input: Private gradient V, summed from [V\" ..., V!, residual privacy budget R,

1: 61 — % Z:Y:l VE") min{l,Ct/ VE")
2: py < 1/0? > Budget request
3: ipr < Rt then

4: RH—I (~— R, — Pt

} > Sensitivity constraint

5 g < Vi + vy, vy ~ N(0,(Croy /N)?I) > Privacy noise
6 Vg1 = P+ (1= B)ge, v1 =0

7: D1 = ve41/(1 = BY)

8: return 7,041, Ry > Utility projection
9: else

10: Terminate

16
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Further reduce the noise by momentum

4.5 A

4.0 1

Theorem 3.4 (Convergence under PL condition). Suppose f(0;x;) is M-smooth, G-Lipschitz and
satisfies the Polyak-Lojasiewicz condition. Let ny, = no. If Cy > G which implies Vy = V (clipping
does not take place), then the following holds:

3.5 1

3.0 A

Ge

2.54
oy RnoD =T :
EER <" (f(61) - f(07)) + }’\‘,’2 o 0 (cm)%noczt A e’ e e
> - 1.5
noise \arma(e momenmm 8ﬂel‘l

1.0 1
2(T—t+1) _ T—t+1 AM?2 1 . . : : ; ;
where = ,3 32 _7'7 -1 mL C (’y B) (,3'7 5); 0 + 2}\/[7)0 1. (17 0 20 40 ) 60 80 100

Especially, when 1y < 8 (LX}B)S [, /1 Ly ﬁ(l%bﬁ); T 1], the noise variance dolninates the bound, i.e.,
EER = O (%2 X1, ¢ (Cion)’). A negative term if 77, is small.

The GD noise

Proof partially based on (Zhu, et al., ArXil/%OZO)
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Conclusion

Algorithm Schedule (c?) Utility Upper Bound
*GD+Adv [3] 0 (mj(;%fu) 0 (R
GD+MA [34] o(%) 0 %}r
GD+MA (adjusted utility) [39] 0(x5) o mm N\g& I{I);; 2~ )
*GD+Adv+BBImp [7] o (%@) A%p_
Adam+MA [42] O(z%) YD n(NDe/1-p)) )
©D. Non-Private 0 0 (ﬁ) Improved sample
GD+zCDP, Static Schedule z 0 (% efficien cy approac hi ng
GD+zCDP, Dynamic Schedule 0 ( r RT)/Z ) 0 (N’%R) upper bound
Momentum+zCDP, Static Schedule I o) (EDTR (c+In N]IT>T))

N?R NZR

T: (T-t)/2
Momentum+zCDP, Dynamic Schedule 0(%) 0 (Br 1+ 22 1T>T))
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How to estimate privacy policies?

* Learning to protect (Hong, et fT’ké fT’k’é fT’ké
al. 2021): Transfer the dynamic Foic) (P (e
policies learned from auxiliary
tasks to private tasks based on e e
the two insights: [- - -]

* Adaptive noise magnitude Cradient Protectsr
(this work) § oo 4

« Adaptive gradient sensitivity " Gradiont Raw Gradient
(Pichapati et al. 2019) g— S

19
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Thank you for your time!
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